R-VIsion

CERS

[lOCTpOeHue LLeHTpa pearmpoBaHma
Ha KOMMbIOTEPHbIE NHLMOEHTHI U KNbepyrpo3sbl




R-Vision CERS (Computer Emergency Response System) npeacrtasnseT co60i NporpamMMHbIA KOMIEKC,
KOTOPbIM MO3BONAET CO34aTh LIEHTP MOHUTOPUWHIa 1 pearnpoBaHns Ha KOMMbIOTEPHbIE NHLIMAEHTbI
(CERT/CSIRT) ¢ MHTErpupoBaHHbIMM QYHKLIMSIMU 06PaBGOTKM AaHHbIX O KUGEPYrpo3ax.

C nomoLLbio R-Vision CERS MOXHO peann3oBaTb Kak TEPPUTOPUaIbHBIN/TOCYAaPCTBEHHBIN LLIEHTP
MOHWUTOPWHIa 1 pearMpoBaHNA Ha KOMMbIOTEPHbIE MHLMAEHTbI, Tak 1 BEAOMCTBEHHbIN/ KOPNOopaTUBHbI
LLeHTP, yCnyramMm KOTOPOro MOryT Mo/b30BaTbCH MOABEAOMCTBEHHbIE OPraHM3auUnm/oouYepHe opraHn3aLmm.

OnepaTop CERT nonyyaeT roToBbIM MHCTPYMEHT A5 06paboTku U aHann3a AaHHbIX MO KOMIMbIOTEPHbLIM
WMHLMOEHTaM 1 yrpo3am, ocyLlecTsieHnsa MHGOPMaLIMOHHOrO 06MeHa C NoaKNOUEHHbBIMW OpraHn3aLMaAMK
(yuacTHMKaMw) 1 onepaTUBHOrO MHGOPMUPOBAHUS.
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MHdpacTpykTypa onepartopa

¢YHKL|MOHaI1beIe BO3MOXHOCTHU

_ Arperauuva uHpopmMaLmnm 06 MHUMAESHTaxX U Knbepyrposax

MporpaMMHbI koMieke R-Vision CERS arpervpyet nHpopmaLmio 06 MHLIMOEHTaX 1 YA3BMMOCTSAX,
MOCTYMalOLLYIO OT MOAKMOUEHHbIX OPraHM3aLIMi, a Takke CBeAeHWs 06 yrpo3ax, MonyueHHble 13 BHELLHMX
MCTOUHMKOB. Bce nocTynatoLme cooblieHns 06 MHaOMKaTopax Bpe4oHOCHOW akTMBHOCTM 0bpabaTbiBaloTCA
B COOTBETCTBUMU C HACTPOEHHbIMU NpasuiaMun 1 06orallatoTCA AOMNOMHUTENbHBIM KOHTEKCTOM.
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Co3naHune NMUHOoro kKabMHeTa NOAK/IIOUEHHOMN opraHun3auunu
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B cucTeMe npeayCMOoTpeHa BO3MOXHOCTb Co3aaHua JInuHoro KabuHeTa (/1K) ans noaknouaemoit
OpraHM3aLLmm C Lenbio onepaTMBHOro obMeHa AaHHbIMU 1 BU3yann3aumy MeTPUK. FOTOBbIN MHCTPYMEHT
obnagaet pAaaoM QYHKLMOHAIbHbBIX BO3MOXHOCTEN, CPeaN KOTOPbIX:

+ OTMpaBKa CoOBLLEeHN 06 MHLIMOEHTaX + B3aWMOLENCTBKE CO Creumanmctamm oneparopa
+ MPOCMOTP CBOAHOWM CTATUCTUKM « nonyuJeHue Gonnetexen ¢ HpopmaLmen ob yrposax
no MHUMOEHTaM OT ornepartopa
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Mepenava ceBeaeHnn o6 akTusax opraHusaumm B CERT

B JIK opraHunsaLmm MoryT BeCT 6a3y MHPOPMAaLIMOHHbIX aKTUBOB C yKa3aHeM aTpubyToB

ana nx nogeHtnounkaumn. Onepatopy CERT MoryT nepenaBaTtbcs CBEAEHUSA O Pa3NMUHbIX TURax
MHOOPMALLMOHHBIX aKTUBOB, KaK NpeayCTaHOBNEHHbIX, TaK 1 MOMb30BaTENIbCKUX, aKTyaslbHbIX /15 TOW
WY MHOW OTPAcIv MOAKMOUEHHbBIX OPraHN3aLLUn.

@ NHPopMaLIMOHHbIN O6MEH € yYacTHUKaMum

Dy BR-Vision CERS pernctpupytoTcs Bce obpallieHus, MocTynatoLime OT NMOAK/IOUEHHbIX OpraHM3aLmni,
n noanepXneaeTcs obMeH ceefeHAMU, CBA3aHHBIMU C UHUMAOEHTaMU.



(HFY  ABTOMaTU3aLMA pearnpoBaHMA Ha KOMMBIOTEPHbIE UHLMAEHTSI

R-Vision CERS no3BonseT aBToMaTn3npoBaTb NPoLLEecc 06paboTKu MHLIMOEHTOB, BK/IIOUYanA
NHPOPMUPOBaHNE YUYACTHMKOB O PENIEBAHTHbIX YrpOo3ax 1 YA3BMMOCTAX M OOMEH AaHHbIMU C BHELLIHUMMU
CERT/CSIRT/SOC.

BcTpoeHHble cueHapumn pearnpoBaHus MO3BONAIOT OnepaTUBHO 0bpabaTtbiBaTh BXOAALLYIO
MHOOPMaLMIO, OMOBeLLaTb YYaCTHUKOB O HOBbIX YIPO3aX 1 YA3BUMOCTAX M HarNpaBiAaTb pekoMeHaauum
ana adGeKTMBHOIo pearnpoBaHna Ha UHLIMOEHTDI.

E_§ ®opmMupoBaHMe MHGOPMALLIMOHHbIX 6lonneTeHen n UHGopMMpoBaHue
B R-Vision CERS npenycMoTpeHa BO3MOXHOCTb GOPMUPOBaHMS COBCTBEHHbBIX MHOOPMALMOHHBIX
6lonneteHen 06 yrpo3ax Ha 0CHoBE 06paboTaHHbIX 1 MPOaHaNM3NPOBaHHbIX AaHHbIX, MOMYYEHHbIX
C NMOMOLLbIO TI-KOMMOHEHTa M3 BHELHUX CUCTEM, a Takxe co3daHHbIX aHannTukamm CERT,
N MHGOPMMPOBAHUA YUACTHUKOB.

BbICTpaVIBaHVIe B3aMMOAENCTBUS C BHELWHUMMU LeHTpaMu
@ pearnpoBaHUsA Ha KOMMNbIOTEPHbIE UHLUUAOEHTbI

MNoonepxka pasnnMuHbIX MeEXaHNM3MOB MHTerpaLmm B R-Vision CERS no3sonsaeT peannsoBaTb
MHDOPMALLMOHHBI OBMEH C BHELUHWMU LieHTpaMu pearvposarusa (CERT/CSIRT/SOC),
MSS-npoBanaepamu, BK/IoUas 3apyoexHble.

‘Gﬁﬂﬂ NpenocTtaBneHne cTaTUCTUYECKUX AAHHbIX U OTUETHOCTb
«

CneumanucTbl LLeHTpa MOHUTOPUHIa 1 KOMaHAbl NOAK/TIOUEHHbBIX K LLEHTPY opraHmaauMM C NMOMOLbIO
cuctemsbl R-Vision CERS MoryT ¢opMMpPOBaTb pasnnuHbie OTUEeThl U rpaduKum:

* MHPopMaLLMA Mo cobpaHHbIM 1 06paboTaHHbIM « [eTanbHaa CTaTUCTUKa Mo paboTe OTBETCTBEHHbIX
NHUMOEHTaM 3a BbiiBMIEHWE MHLUMOEHTOB, 0O6pabaTbiBaeMbIX B LIEHTPE

¢ [aHHble Mo CO6paHHbIM MH¢OpM8LLVIOHHbIM aKTMBaM e OTUETbl 414 PyKOBOACTBa

» OTUeT/rpaduK rno BbINOMHEHMIO SLA * WHble MOMb30BaTENbCKME OTUETHI U rpaduKm

Npeumyuectea R-Vision CERS

LleHTp aKcnepTU3bl U 3HAHUI, aKKYMYTMPYIOLLMNA EavHaa cuctema ang o6paboTkm 60/bLLnX
cBefeHuns 06 yrpo3ax, yAa3B1MOCTSX, MeToaax 06beMOB AaHHbIX 1 OpraHM3auumn paboTbl

1 cpeacTBax 3/10yMbILUIEHHWKOB, Crocobax koMaHabl CERT.

MPOTMBOAENCTBUS.

lMNo3BonsieT BbICTPOUTb UHPOPMALIUOHHBIN
06MeH 1 CBSA3aHHbIE MPOLLECCHI MO Yrpo3aMm
1 YA3BMMOCTAM BHYTPW OTpac/av unv psoa
OpraHu3aLnmn.

Hanuuue Tl (Threat Intelligence)koMnoHeHTa,
obecrneunBaloLLEro aHaIn3 1 06paboTKy AaHHbIX
KnbeppasBenku 1 MpUMEeHeHWe NMoslyYeHHOoM

MHPopMaLmMm B npoLieccax CERT.
MoBbIWeHne YpoBHA OCBEAOM/IEHHOCTHU

06 aKTyanbHbIX Yyrpo3aXx 3a CYyeT OrnepaTMBHOMO
pacnpoCTpaHeHWs NpoaHannM3npPoBaHHON
aHanutukamm CERT peneBaHTHOM MHGOPMaLLUK
06 yrposax Ha rpymnrny KOMraHui, OTpac/lb,
PEruoH W, Kak cneacTsue, YpPOBHS 3aLLMWLEHHOCTH
Ana BCceX NoAK/ItOUEeHHbIX opraHm3a|_Lvu?|.

Fno6anbHbI KOHTPO/b U aHanu3 MHGopMaLum
Mo MHUMOEHTaM U Knbepyrposam B MacliTabe
TeppuTopum/rocynapcTBa, OTPacan, Fpymmbl
OopraHu3saLmm 1 NpuMeHeHe 3HaHU 06 yrpo3sax
Ha OCHOBE AaHHbIX KnbeppasBeaxu.




O KoOMNaHum

R-Vision - pa3paboTunk cuctem knbepbe3onacHOCTH.

KoMnaHusa ¢ 2011 roga co3naeT NPOoAyKThl U CEPBUCHI, KOTOPbIE
noMoratT BU3HeCy 1 rocy0apCTBEHHLIM OPraHn3aLmMaM Mo BCEMY
MUPY YBEPEHHO MPOTUBOCTOATb aKTyasbHbIM KMB6Eepyrpo3am U
obecrneurBaTb HadexHoe yrnpasneHe NHGOPMaLIMOHHOM
6e30MacHOCTbIO.

TexHonornm R-Vision UCronb3yoTCcA B 6aHKax, rocynapCTBEHHbIX
OopraHu3auuax, HegTera3zoBow OTpPac/n, 3HepreTmke, MeTanIypruu,
MPOMBILIEHHOCTW U KOMMaHWAX APYruX OTPacen.
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