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R-Vision Security information and event management (SIEM) - 0CHOBHOW KOMMOHEHT /15 MOCTPOEHWS
LleHTpa knbepbesonacHocTn. ObecneumBaeT LIeHTpaIM30BaHHOE ynpaB/ieHne NoToKamMm CoObbITUIM CO BCEX
NHPOPMALLIMOHHBIX CUCTEM, MOMOraeT CBOEBPEMEHHO BbIABIATb MHUMAEHTbI U COXPaHATb LLETOCTHOCTb
6u3Heca.

B R-Vision SIEM peannaoBaH KOMMIEKCHbIN MNOAX04A K 06paboTke CObbITUI, KOTOPLIN OXBaTbIBAET BCE 3Tarlbl
paboTbl C OAHHLIMK, MPWY 3TOM NOMOraeT OMNTUMU3NPOBAaTb PECYPChl KOMMaHUK.

PacLumpeHHbIN yHKLIMOHaN cbopa CobbITUN U MpaBu/i
Koppenaumu, NMoMoraloT CBOEBPEMEHHO OBHAPYXNUTb
MHUNOEHTI

"'MBKMe HaCTPOMKMN KOHBENEPOB 06PpaboTKM COBbITUN
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MpeuMyulecTBa Ucnonb3oBaHua R-Vision SIEM

CBoeBpeMeHHoe o6Hapy)eHue yrpos 3a
cueT 06paboTkM COBLITUN U AETEKTUPOBAHNSA
WMHLUWOEHTOB B PEXUME pearibHOro BpeMeHu

YnpaBneHue noToKkaMu AaHHbIX
C NMOMOLLBbIKO MHCTPYMEHTOB BU3Yyalin3aunn

C60p Heo6xo0aMMbIX COBbITUMN
MCMOJIb3YA HaCTpanBaeMble MOAENN AaHHbIX

BbisiBNeHMe KPUTUUHBIX MHLIMAEHTOB
C paclMpeHHbIM GYHKLIMOHANOM MpaBwn
Koppensaumm

PaunoHanbHoe ncnonb3oBaHue pecypcoB
6naronaps rmbK1MM HaCTPOMKaM XpaHeHs

Jlerkoe MacwTabupoBaHue 3a cueT
APXUTEKTYPHbLIX BO3MOXXHOCTEWN
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Jio6ble ucTouHuKM ana c6opa cobbITUN

C6op aaHHbIX B R-Vision SIEM opraH13oBaH C MOMOLLbIO KOHBEEepa 06paboTKM COBLITUI, KOTOPbIN
B yOO6HOM popmMaTe rnoMoraeT onpenenstb UCTOUHWKM 19 c6opa MHPOPMaLLMK 1 MapaMeTPbl MOAKMOUEHNS.

[ns NoOKMOUEHNA NCTOUHNKOB COBBITUI MOXHO MCMOMNb30BaTh Kak NpeayCTaHOBEHHbIE WabIoHbI
KOHHEKTOPOB, TaK 1 cCO34aBaTb COBCTBEHHbIE 1 B AaNbHENLWEM TUPaXMPOBaTb UX B cucTeme R-Vision SIEM.

EAVHBIN LLeHTp ynpaBneHus cobbiTusMn
[Ona panbHenwen paboTbl C COBpPaHHbIMK  AaHHbIMW pa3paboTaH rpaPuUEcKnin KOHCTPYKTOP,
KOTOPbIN MO3BONAET LIEHTPaNn30oBaHHO HaCTPOUTb:

* [Npurem * Hopmanuzauuio + O6oralleHune
« OunbTPaUMIO 1 OTMPAaBKY COBBLITUIA B XPaHWMLWA WK B CUCTEMY AN MOCIeayloWwero aHanmnsa

nonHoq)yHKLlMOHaﬂbele npaBUia Koppendauuu

[MpaBn/IbHO HanMcaHHbIe NpaBuia KOPPENALMM MO3BOAIOT BbIABMIATL LMPOKMIA CAEKTP MHLIMAEHTOB.
B R-Vision SIEM npasuna oeTekTMpoBaHWA peann3oBaHbl BOKPYT KOHLLenuun «detection as code»
6€e3 orpaHuyeHnit B 10ruKe 419 0bHapyXeHUa MHLMOEHTOB pasiMyHOro Tmna.

ONTUMK3MPOBAaTL MPOLLECC MOArOTOBKM NPaBW/ AETEKTUPOBAHWUA MOMOraloT MOACKA3KM U TECTUPOBaHNe
OOCTYrMHble N3 HTepdenca. B fanbHenweM BEPCUOHUPOBaHME NO3BOAET KOHTPOIMPOBATL COCTOAHNE
CO30aBaeMoro KoHTeHTa.

'mébkoe xpaHeHue

YTOBbI yUeCTb BaxHble COBbITUA U HETUMNUHbIE MOTPEBHOCTU MO XPaHEHUIO MHOOPMaLIMK, B CUCTEME
R-Vision SIEM pa3paboTaHbi:

YHuBepcanbHaa Moaenb NHCTpYMEeHT co3aaHus D@yHKLIMOHAN ANA TMBKOM
OaHHbIX, KOTOpaa CoaePXUT COBCTBEHHbIX MOAENEeN COBbITUI, OOHaCTPOVIKM nonewn
60/1bLLOE KONTMUECTBO KOTOPbIE MOXHO PacLUMPUTb B COBCTBEHHbIX MOAENAX
npeaHacTPOEHHbIX Monewn 6e3 yuepba Ana XpaHMbIX AaHHbIX COo6bITUI

CucTeMa MeTPYK XpaHeHUs MO3BO/AET OTCEXMBATL 3arpy3aKy XpaHuauLL 1 6a3 AaHHbIX, 3adaBaTb
BPEMEHHbIe UHTEPBarbl ANA PA3/IMUHBIX TUMOB XPaHEeHUsA 1 ONTUMU3UPOBATL UCMO/b30BaHKE
annapaTHbIX PecypCcoB.

BbiCTpbI MONCK COBLITUM

PyHKLIMOHas Noncka SaeT BO3MOXHOCTb aHann3npoBaTth 60/bwre 06beMbl COBpaHHbIX AaHHbIX:

« [pu obpalleHUM K CObbITUAM MOXHO CO34aBaTh 3anpOoCh! IIOOOro YPOBHA CNOXHOCTH, UCMOb3YA
MaTeMaTUUecKune 1 normyeckme ycnoBua

« [1nsa popMmpoBaHua 6o1ee TOUHOM BIGOPKM AOCTYMNHa MHOIrOYpOoBHEBAas GuUIbTpaLmns
pe3ynbTaToB NMomcKa, rMbKoe ynpaBnieHne HacTporkamMmn GUNbTPOB U BO3MOXHOCTb 0O6aBNATb
3HaueHus B GUNbTPbI MPAMO 13 NPOCMaTPUBAEMOrO COBbITUA

+ BbiABUTb Hanboee yacTo BCTPeUaloLMEeCH 3HaUEHNA MOMOraeT CTaTUCTMUKa MO NOAM COBbITUM

+ Bce co3aaHHble 3anpoChl MOXHO COXPaHATb, UTO MUHUMU3UPYET TPYOO03aTpaThl aHaIMTUKaM
npu paboTe ¢ AaHHbIMK

MocTpoeHne KOMNNEKCHOM 3alluTbl BMEcTe ¢ TexHonornamm R-Vision
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R-Vision - pa3paboTunk cucTtemM knbepbesonacHoOCTw.
KoMnaHwusa ¢ 2011 rona co3naeT TEXHOOr MKW, KOTOpbIE MOMOratoT
BU3Hecy 1 rocyaapCTBEeHHbIM OpraH13aUnaM No BCeEMY MUPY
yBEPEHHO MPOTMBOCTOATb aKTyasbHbIM KN6epyrpo3am

n obecneunBaTb HadexHoe yrnpasneHme nHGOPMaLIMOHHOM
6e30MacHOCTbIO.

TexHonornun R-Vision ncnonb3ytoTca B 6aHKax, rocyaapCTBEeHHbIX
opraHuM3aumax, HepTerasoBom OTPac/u, SHepreTuke, MeTannypruu,
MPOMBILWIEHHOCTU U KOMMaHWAX APYruxX OTpacnen.
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