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Okocuctema R-Vision EVO— 370 KOMIMNEKC B3aMMOCBA3aHHbIX TEXHOMOM MW, KOMMOHEHTOB U BbICTPOEHHbIX

MexXay H1MM MPOLLECCOB, KOTOPbIE MO3BO/AOT KOMMaHUAM NOCTpouTb Security Operation Center
1 pa3BMBaTb €ro 40 HE06X0OMMOro YPOBHS 3penocTu. TexHonorun R-Vision EVO nomoratoT
3BO/MIOLMOHNPOBaTL BceM SOC, BHE 3aBUCUMOCTH OT UX NepBOHaYaibHOro Macwrtaba v oTpac/u.

TexHONornm aKOCUCTEMbI U UX q)YHKLI.VIOHaH

Vulnerability Management (VM) aBToMaTn3vpyeT NpoLLecc yrnpasneHus yassMOCTAMMU,
arpervpyeTt faHHble Mo YA3BMMOCTAM U MPUOPUTU3NPYET UX 06paboTKy Ha OCHOBAHWUK
PacCUMTaHHOIro PENTUHIa, KOTOPbLIN MOXET BblTb aAanTUPOBaH Mo4 KOHKPETHYIO OpraHM3aLLmio.

Security Information and Event Management (SIEM) ynpasnseT MOHUTOPUHIOM
EEEE o
ﬂ> HH NHPPACTPYKTYPbI U BbIABIAET MHLMAEHTL. OXBaTbiBaeT BCE 3Tarbl OT C60pa CObbITUN
CO BCEX aKTMBOB 1 06ecneueHns nx HopManm3aLmm 0O aHannaa U XpaHeHus.

e Log Management (LM) opraxuayeT npoLecc cb6opa, 06paboTku, XpaHeH st CobbITuin 1B
CO BCeX 3M1EMEHTOB MHPPACTPYKTYPbI, & TaKKe NpefoCTaBNAeT BO3MOXHOCTb U3BeYeHUs
s n aHann3a cobpaHHoM MHOPMaLUK.
| ' Endpoint cobupaeT VIb 1 UT-coBbITUA C KOHEUHbIX TOUEK, MHBEHTAPU3NPYET OaHHbIE

06 aKTMBaXx, MO3BO/AET OMNepaT1BHO pearnpoBaTh Ha MHLIMAEHTLl HA XOCTaX, a TaKxe
—
foP ol aBTOMaTUYECKM NPOBOANTbL ayaANT COOTBETCTBWNA CTaHOapTaM Ub.

Threat Intelligence (Tl) o6ecneunsaeT c6op, HopManm3aumio 1 oboratieHve loCs

N3 Pa3INUHBIX NCTOUHWMKOB, aBTOMATU3NPYET NPOLLECC YNpaBAeHWsa OaHHbIMU
Knbeppasseakn, Mo3BONAET nepedasaTb 06paboTaHHY0 MHOPMaLMIO HanpaMyto Ha C3W,
a TaKXXe OCYLLECTBNATL MOUCK 1 06HapyxeHue loCs B UHPpacTpyKType.

4 Deception nMUTUPYET 3n1eMeHTbl MHGPACTPYKTYPbI, AETEKTUPYET MPUCYTCTBME
. ¥ 3/10yMbIWNEHHNKA B CETU, 3aMeaNaeT ero ropnu3oHTanbHoe nepemMelleHne
@l 1 OaeT BO3MOXXHOCTb CBOEBPEMEHHO OCTAHOBUTb PA3BUTUE aTaKu.

User and Entity Behavior Analytics (UEBA) neTekTupyeT HapyLeHusa B COCTOAHMM LT
+ H’ n VIb-cncteM 1 Noo03pUTENbHYIO aKTUBHOCTb OBbEKTOB, MPUMEHSA MHCTPYMEHThl ML-aHann3aa,
B TOM UKMC/1e OCYLLECTBAAET AMHAMUUECKYIO OLIEHKY YrpO3 U aHOManum.

Security Orchestration, Automation, Response (SOAR) asTomMaT3unpyeT npouecc
ynpasnerHusa nHumaeHTamu Vb, arpervpyeT AaHHble Mo MHLUMAEHTaM, aBTOMaTUYECKM
3arnycKkaeT CLIeHapuu pearnpoBaHus, a Takke ynpasnaeT ApyrMMu cucTeMaMmn uepes
MEXaHW3M OpKeCcTpaLum.
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Security Governance, Risk management, Compliance (SGRC) ¢popMvpyeT npoLiecchi
MeHexMeHTa Vb B COOTBETCTBUM C TyYULLIMMK NPaKTUKaMKU U CTaHOAapTaMu, NO3BONAET
KOHTPOMpoBaTb BCe MB-npouecchl 1 NPUHMMaTbL 060CHOBaHHbIE peLeHns Mo Pa3BUTUIO
cucTeMbl MIB B opraHnsaumm.
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Security Asset Management (SAM) BbiCTpavBaeT MPOLLECC YPaBIeHUsA aKTMBaMy
AEl:  opraHv3auwu, aBTOMaTU3MPYET NOCTPOEHME PECYPCHO-CEPBUCHON ModEeM 1 c6op
: BCEO6bEMITIOWLEN MHBEHTAPM3ALMOHHOM MHPOPMALLUM, KOHTPONMPYET YCTAHOBNEHHbIE
OBHOBNEHUSA.
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B3anMoaencTesne KOMNOHEHTOB 3KOCUCTEMDI

TexHonorum R-Vision EVO oboraiiatoTca A0MNonHUTENbHBIM GYHKLIMOHANOM Mpy COBMECTHOM UCTONb30BaHNN
C APYr1MU 3NIEMEHTaMU 3KOCUCTEMB

SIEM/LM Endpoint

SOAR: o6oraleHune
MHLUMOEHTa KOHTEKCTOM
13 6a3bl Tl

SOAR: noctaBka aHOManumn

B SOAR ans nanbHenwen
npopaboTKku 1 pearnpoBaHus
Ha yrposbl

UEBA: nocTaBka noros ans
noucka aHoManum MHCTPMeH-
Tamu ML-aHanunsa

SOAR: 3anyck nnenbyka
Ha XoCTe, ceTeBasi U30M1ALMS
XOCTa 1 IoKarnbHast OCTaHOBKa

. NEenCTBUM 3M10yMbILLIEHHUKA
TI: peTpoCneKTUBHbIV MOUCK
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i VM: o6HapyxeHue ya3sumo- |
1+ CTel Ha XoCTax B peanbHOM i
SAM: c6op nHdopmaLmm ! BpeMeH :
06 y3nax u akT1Bax ceTu : !

b aHoManum
13 cobbiTnn b

1 KOPPEKTUPOBKA PENTUHIa

yA3BUMOCTEN B VM SGRC: nonyueHne naHHbIX 06

N3MEeHEeHUN XOCTa B pea/ibHOM

SOAR: nHpopmaLms 06 BpeMeHu

MHUMOEHTax
LM: nonyuyeHune Bcex cobbiTun
C XOCTOB

Deception: c6op popeH3nku
1 undpoBas rurneHa XxocTos

Deception

SAM: oboratuieHune 6a3bl
aKTMBOB MHdOPMaLILen
13 yA3BMMOCTEN

VM: 3anyck cueHapues
06paboTKn yassumMocTemn

SOAR: npvopuTH3aLus,
YCKOPEHME pearnpoBaHus
1 paccnenosaHus
MHLMOEHTOB, UCXoas

13 pecypcHO-CepBUPCHOMN
MO[esnn akTMBOB

SOAR: nonyyeHune ceeaeHnn
06 MHUMOEHTax C NoBYLEK

UEBA: oboralieHne

M arperauus ceeaeHun

06 aHanM3npyemMoM obbekTe
nHPopMaLLMen C NOBYLEK
ONS BbIIBNIEHWA AOM.
aHoManuwu

Deception: opkecTpauus
nencteui B SOAR ripu
06Hapy)XeHWUN 3M10yMbILLNEH-
HVKa Ha NoBYLUKe

SOAR: oboralieHne
MHLIMAEHTOB CBEAEHMSAMU
06 ysi3BMMOCTSIX Ha XOCTe

SGRC: yyeT nHpopmMaLnu
06 ysI3BMMOCTAX B OLLEHKEe
puckos NB

Tl: 3anyck aBTOMaTUYECKOro
nnenbyka B SOAR

npu obHapyxeHun loC

B MHOPaCTpyKType

SGRC: yuéT CTaTUCTUKM

Mo UHUMAEHTaM B pacyeTe
YPOBHSI pUCKOB

COCTaBa U KDUTUYHOCTU
AKTMBOB MNpU BbIABIEHUN

aHoManum Tl: c6op cBeneHun

06 MHCTpYMeHTax
1 AeNCTBUAX aTaKyolLero

B MHPPaCTPYKType
1 nonosnHeHune 6a3bl Tl

Deception: nocTpoeHune
NOXHOro cnosi UHGpacTpyK-
Typbl Ha OCHOBE MHBEHTapu-
3aLMOHHbBIX AAHHbIX

, UEBA: yueT B3anMocCBsa3en,

NMpenMyulecTBa UCNONb30BaHMA 3KocucteMsl R-Vision EVO

PelleHne 3a4ay Ha CTbIke TEXHOMNOr i ®opMMpOBaHWe 4OrOCPOYHOrO MlaHa
N KOMMOHEHTOB 3KOCUCTEMBbI pa3emTna SOC 1 NOCTPOEHUS

3O PEKTUBHOM 3aLLUTHI
BO3MOXHOCTb MO3TanHOro HapatliMBaHuA
1 pacLlMpeHna GyHKLIMOHana aKoCUCTEMBI [ocTmxeHue BbICTPbIX PE3YNbTaToB
no Mepe pocTa noTpebHocTen Bawero SOC 3a CUeT OribiTa 1 3KCNepTU3bl BEHOOPA

Hannune BCTPOEHHbIX e ANHbIX OKcrepTHaa NoaaepXKa Ha KaXkaoMm
NHTErpaLOHHbIX MEXaHN3MOB, 3Tare BHeApeHWA TEXHOMNOr M
KOHOUIypaLWMW, POSIEBbLIX MOLENEN 9KOCUCTEMBI

1 ApYyrux GyHKLUMM




O KoMMNaHuu

R-Vision - pa3paboTunk cucteM knbepbe3onacHOCTH.
KoMnaHusa ¢ 2011 roga co3gaeT TEXHOMNOM MK, KOTOPbIE MOMOratloT
BU3Hecy 1 rocyaapcTBEeHHbIM OpraHM3aumnaM No BCeEMY MUPY
YBEPEHHO MPOTUBOCTOATb aKTyaslbHbIM KUbepyrpo3am

n obecrneumBaTb HadexHoe ynpasneHe nHGopMaLIMOHHOM
6e30MacHOCTLIO.

TexHonornn R-Vision Ucrnonb3yoTcA B 6aHKax, rocyaapCTBEHHbIX
opraHn3auusax, HedpTerasoBown OTPac/Iv, 3HepPreTuKe, MeTannypruu,
MPOMBILLNIEHHOCTN U KOMNAHWAX OPYrnX OTpacien.
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HanpxxecT nHpopmMaLMoHHOW 6e30macHOCTU: rvision.ru/blog




