Vision



Okocuctema R-Vision EVO— 3T0 KOMIMNEKC B3aMMOCBA3aHHbIX TEXHOMOM MM, KOMMOHEHTOB U BbICTPOEHHbIX

MexXay H1MM MPOLLECCOB, KOTOPbIE MO3BO/AOT KOMMaHUAM NOCTPouTb Security Operation Center
1 pa3BMBaTb €ro 40 HEO06X0OMMOro YPOBHS 3penocTu. TexHonorun R-Vision EVO nomoratoT
3BO/MIOLMOHNPOBaTL BceM SOC, BHE 3aBUCUMOCTH OT UX NepBOHaYaibHOro Macwrtaba v otpacnu.

TexXHOI0rMm aKOCUCTEMbI U UX q)YHKLIMOHan

Vulnerability Management (VM) aBToMaTuanpyeT npoLecc ynpasieHnsa ya3srMoCTAMM
@ Ha BCEX 3Tanax: HBEeHTapm3aL A akTUBOB, BbIiBIEHWE YA3BMMOCTEN, MPUOPUTUIALLUA

MO YPOBHIO KPUTUUHOCTH, YCTPAHEHNE U KOHTPOb.

== YHOPACTPYKTYPbl U BbISBASET UHLMAEHTbLI. OXBaTbiBaET BCE 3Tarnbl OT c60pa COBbITUI

1:|> . Security Information and Event Management (SIEM) ocyLlecTBASET MOHUTOPUHI
[ ]
CO BCeX aKTUBOB M 06ecrneyeHns nx HopMann3aLmm 40 aHam3a U XpaHeHus.

° Log Management (LM) ynpasnseT npoueccoM c6opa, 06paboTku 1 XpaHeHus cobbiTuin VB
CO BCeX 3M1EMEHTOB NHPPACTPYKTYPSI, @ TaKKe MO3BONAET OMTMMabHO UCMONb30BaTb
sUs TEXHONOrNYeCcKne pecypcsl.

Endpoint cobupaeT Vb n NT-cobbIT1A C KOHEUHbIX TOUEK, MHBEHTAPU3MPYET AaHHbIe
"v* 06 aKTMBaXx, MO3BO/AET OMNepaTNBHO pearnpoBaTh Ha MHLIMAEHTLl HA XOCTaX, a TaKxe
. aBTOMaTUYECKM MPOBOAMTbL ayaAnT COOTBETCTBMA CTaHaAapTam Ub.

Threat Intelligence (TI) o6ecneunsaeT c6op, HopManm3aumio 1 oboratieHve loCs

a TakKe OCYLLEeCTBNATb MOUCK 1 0BHapyxeHue 10Cs B MHOPaCcTpyKType.

N3 Pa3IMUHbIX NCTOUHMKOB, aBTOMaTU3NPYET MPOLLECC yNpaBneHsa AaHHbIMU
Knbeppassenku, No3BOAET NepenaBaTb 06paboTaHHy0 MHPOPMaLIMIO HanpaMyto Ha C3U,
Deception nMnTUpyeT anemMeHTbl MHPPaCTPYKTYpPbl, AETEKTUPYET MPUCYTCTBUE
3/10YMBbILNIEHHWNKA B CETW, 3aMeNIAeT ero ropu3oHTaibHOe NepemelleHmne
° 1 0aeT BO3MOXHOCTb CBOEBPEMEHHO OCTaHOBUTb Pa3BUTME aTaKu.

User and Entity Behavior Analytics (UEBA) neTekTupyeT HapyLeHusa B COCTOAHMM LT

n VIb-cncteM 1 Noo03pUTENbHYIO aKTUBHOCTb O6bEKTOB, MPUMEHSAA MHCTPYMEeHTbl ML-aHann3aa,

B TOM UKC/e OCYLLECTBAAET AMHAMUUECKYIO OLLEHKY YrpO3 U aHOManum.

Security Orchestration, Automation, Response (SOAR) asTomMaT3unpyeT npouecc
ynpasneHua nHunaeHTamm Vb, arpervpyeT AaHHble Mo MHLUMAEHTaM, aBTOMaTUUECKN
3anycKkaeT CLLeHapuu pearnpoBaHns, a Takke ynpasnaeT ApyrMMu CUCTEMaMM Uepes

MeXaHV3M OpKeCTpaLuK.

Security Governance, Risk management, Compliance (SGRC) dpopmu1pyeT npoLeccsl
MeHeaXMeHTa Vb B COOTBETCTBUM C NTyUWNMK NPaKTUKaMK 1 CTaHAapTaMu, NO3BONSET
KOHTpONMpoBaTh Bce MB-npoLeccsl 1 MPUHUMaTh OB0CHOBaHHbIE PeLleHNs Mo Pa3BUTUIO
cucTeMbl MIB B opraHnsaLumm.

Security Asset Management (SAM) BbiCTpavBaeT MPOLIECC YPaBIeHUsA aKTMBaMy
OpraHn3auunn, aBTOMaTU3MPYET NOCTPOEHNE PECYPCHO-CEPBUCHOM MOaENN 1 CO0P
BCEO6beM/IOLWEN MHBEHTaPU3aLNOHHON MHOOPMALLIMKN, KOHTPONMPYET YCTaHOBNEHHbIE
OBHOBNEHUS.



B3zanMoaencTesnme KOMNOHEHTOB 3KOCUCTEMDI

TexHonorum R-Vision EVO oboraiaioTcs A0MNONHUTENbHBIM QYHKLIMOHAMIOM MNPy COBMECTHOM UCMONb30BaHUK

C ApyrnMm aneMeHTaMmm aKOCNCTEMbI

SIEM/LM

SOAR: nocTtaBka aHOManuwu

B SOAR ans nanbHewnwemn
nNpopaboTKu 1 pearnpoBaHus
Ha yrposbl

UEBA: nocTaBka noros ans
nomncka aHoManum HCTpy-
MeHTaMu ML-aHann3a

TI: peTpOCNeKTUBHbBIN MOUCK

10C B cobbiTnax Nb + VM: KoppeKkTupoBKa
. \ PenTuHra ysa3BMMOCTen
SAM: c6op nHopmMaLmu i BVM rpu BbiIBNEHUN
06 y3nax 1 aKkTuBax ceTu !

b aHoManun
13 cobbiTnm Vb

SOAR: nHpopmaLms 06
MHLUMOEHTaxX

SAM: o6oralieHne 6a3bl
aKTMBOB MHdOPMaLInen
13 ya3BNMOCTEMN

VM: 3anyck cueHapues
06paboTku ya3BUMoOCTEN

Deception: opkecTpauus
nenctsuit B SOAR npu
06HapyXeHUN 3M10yMblLLNEH-
HVKa Ha NoBYLUKe

SOAR: o6oralieHne
MHUWOEHTOB CBEAEHUAMMU
06 ysiI3BMMOCTSAX Ha XOoCTe

SGRC: yueT nHpopmMaLnu
06 ysiI3BMMOCTAX B OLLEHKEe
puckos Vb

Tl: 3anyck aBTOMaTUYECKOro
nnenbyka B SOAR

npu obHapyxeHun loC

B MHOPaACTPyKType

SGRC: yuéT CTaTUCTUKM

Mo MHLMAEHTaM B pacyeTe
YPOBHS PUCKOB

Endpoint

SOAR: oboraleHune
MHUMOEHTa KOHTEKCTOM
13 6a3bl Tl

SOAR: 3anyck nnenbyka
Ha XoCTe, ceTeBas N30nauma
XOCTa W NOKanbHas OCTaHOBKa

. NEeNCTBUM 3M10yMbILWIEHHUKA
VM: c6op cBeneHum y

06 yA3BMMOCTSIX,
3KCMNyaTUpyembix
APT-rpynnuposkamu

1 KOPPEKTUPOBKA PENTUHIa
ys3BumocTen B VM

i VM: 06HapyXeHwne yA3B1Mo-

. CTel Ha XOCTax B peasibHOM

| BpeMeHu

' SGRC: nonyueHne AaHHbIX 06

M3MEHEHUN XOCTa B peanbHOM
BpPEeMeHM

LM: nonyyeHune Bcex cobbiTui
C XOCTOB

Deception: c6op dpopeH3nkn
1 LMPPOBanA rmrmeHa XxocTos

Deception

SOAR: npropuTHn3aLms,
YyCKOpeHWe pearnpoBaHns
1 paccnenoBaHus
MHLMAEHTOB, Ucxoas

13 pecypcHO-CepPBUCHOW
Moaenn akTMBoOB

SOAR: nonyyeHune ceeaeHnn
06 MHUMAOEHTax C NoBYLWeK

UEBA: oboralieHune

M arperaums cBeeHum

06 aHannM3npyemMoMm obbekTe
nHbopMaLmen ¢ noByLIEK
ONs BbiIBNI@HWA Aon.
aHoManuwu

UEBA: yueT B3anMocCBA3en,
coCTaBa U KPUTUUHOCTH
aKTVMBOB MpPW BbIBNEHUN

aHoManumn Tl: c6op cBeOeHUn

06 MHCTpYyMeHTax
1 NeNCTBUAX aTaKyoLero

B UHPACTPYKTYype
M nononHeHue 6a3bl Tl

Deception: noctpoenune
NOXHOro CNos UHGPacTPyK-
TYpbl Ha OCHOBE MHBEHTapu-
3aLMOHHbBIX AaHHbIX

NMpenMyulecTBa UCNONb30BaHMA 3KocucteMsl R-Vision EVO

PelweHne 3aaay Ha CTbIKE TEXHONOT NI
N KOMMOHEHTOB 3KOCUCTEMbI

BO3MOXHOCTb MO3TaNHOrO HapaLLBaHWsA
1 pacwmpeHns GyHKLIMOHaNa aKoCUCTEMBI
no Mepe pocTa noTpebHocTen Bawero SOC

Hannune BCTPOEHHbIX e ANHbIX
NHTErpaLOHHbIX MEXaHN3MOB,
KOHOUrypaLLmi, posieBbiX MOAEEN
W OpYyrux GyHKLMM

®opMMpPOBaHWe OOrOCPOYUHOrO M1aHa
pa3BuTnA SOC 1 nocTpoeHua
3OPEKTUBHOM 3aLUUTHI

LocTuxeHne BbICTpbIX pe3ynbTaToB
3a CUeT OnbiTa U 3KCNepTM3bl BEHAOPA

OKcnepTHas NooaepXKa Ha KaXXAoM
3Tane BHeAPEHWA TEXHOIOr UK
3KOCUCTEMBI




Vision



