R-Vision VM

[NocTpoeHue 1 aBTOMaTU3aLmMA NpoLecca
ynpaBneHns yA3BUMOCTAMM

R-Vision Vulnerability Management




R-Vision VM (Vulnerability Management)- cuctemMa, no3sonsiolLas mocTpoUTb M aBTOMaTU3MPOBaThb
B OpraHm3aLuunm MoMHOLLEHHbIN M HEMPEPbIBHLIN MPOLLECC YrpaBneHns YA3BUMOCTAMU: OT OBHapyXeHUA
00 KOHTPO/A YyCTPaAHEHWS.

OcyuiecTsnaeT BbigBnaeT ABTOMaTUUECKM Ob6ecneuvBaeT
MHBEHTapu3aLumnio YA3BMMOCTW, CO30aET 3anaun KOHTPO/b NpoLLecca
NT-akTrBOB NpPUOPUTU3NPYA Ha yCTpaHeHue yCTpaHeHus
MX MO YPOBHIO C Ha3HaueHveMm YA3BUMOCTEN
KPUTUUHOCTU OTBETCTBEHHbIX
* BcTpoeHHbIM cKaHep ysa3BUMOCTEN * BcTpoeHHbin MeHeoxep 3aday M MHLUMOEHTOB
* BbICTpOE CKaHMpOBaHWe aKTUBOB: * HacTpowka mobbix cLeHapnes paboTbl
ayaouTt 5000 xocToB 3a 8 yacos, 1 KONNeKTop C AaHHbIMUK
* IMNOPT AaHHbIX 13 NobbIX CKaHepOoB * [OpuW30oHTanbHoe 1 BepTUKabHOoe
yA3BMMOCTEN 1 APYTrNX MCTOUHNKOB MaclwTabmupoBaHue
* HacTtpaunBaeMas GpopMyria NpuopmuTn3aLmnm, = CtabunbHasa paboTa B 60MbLUNX

yunThIBatoLLaA MoAeNb akTMBOB UT-nHPpacTpyKTypax

CobcTBeHHan O6oraleHne aaHHbIMK O6bHoBNeHUe Kaxable 24 yaca
6a3a yA3BU MOCTeun M3 MHOXXeCTBa MCTOUHWKOB, N perynapHasa akTyanmaaumsa KoMaHaon

Bkouaa bAY ®CT3K Poccum LleHTpa OkcnepTtn3bl R-Vision
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UHBeHTapu3auua

SRH
ApxuTtekTypa R-Vision VM no3BonaeT npoBoAUTb MHBEHTaPKU3aLLMIO MHOPACTPYKTYPbI 1060ro
MacLlTaba nNpu NOMOLLM COBCTBEHHOIO CkaHepa yA3BUMOCTeN. CKaHNMPOBaHME MOXET OCYLLEeCT-
B/IATbCA KaK 6e3areHTCKMM CMocoboM, TaK 1 Mpu MOMOLLK areHTa. pn 3ToM obecneunsBaeTcsH
Oenynnukauusa XOCToB M paboTa B CEeTAX C OAMHaKOBOW agpecaumen. CuctemMa rno3sonqeT
MCMo/b30BaTb COBCTBEHHbIE KOHHEKTOPbI A1 MMMNOPTa AaHHbIX, TakXe OOCTYMHbI U rOTOBbIE
KOHHEKTOPbI K BHELIHMM CUCTEMaM: CKaHepaM ya3BMMOCTeN, aHTuBnpycam, CMDB, 6a3am
OaHHbIX 1 APYTUM.

BbiaBneHue

R-Vision VM noaoaep»xuvBaeT CKkaHpoBaHWe 3apybexHbix M oTeuecTBeHHbIX OC, CTOPOHHEro
MO, ceTeroro o6opynosaHua n CYB/. ECTb BO3MOXHOCTb CKaHMPOBaHWSA B PeXnMe «YEpHOro
AwmKa» (Pentest), Takxe MOXHO NPoBEPUTbL 3GGEKTUBHOCTbL MAPOIbHOM 3aLLUTbI K YUETHBIM
3anucaM (Brute-Force) ona Hanbonee pacnpoCTPaHEHHbIX CETEBbLIX CEPBUCOB. BbinMonHeHWe
NPOBEPOK Ha COOTBETCTBMNE CTaHAapTaM 6e30MacHOCTM BO3MOXHO MPW MCMOMb30BaHUN
pexnma Compliance.

MNpuopuTnlauua

t0;

AA R-Vision VM gaéTt BO3MOXHOCTb HACTPOUTL PACUYET PENTUHIa HA OCHOBE I06bLIX aTpUOYyTOB
yA3BUMOCTH (B TOM uncne CVSS, Hanmume aKCrnionTa, TPeHA0BOCTb M Ap.), 060pya0BaHMs
nnv rpynnel UT-akTnBOB. Bnaronapsa HacTpaviBaeMor GOpMyIe pacuéta PenTUHra MOXHO
NMPMOPUTU3NPOBATL YA3BUMOCTM MO pekoMeHaaumnam GCTOK Poccum, a Takxe cornacHo
MeXayHapOOHbIM MPaKTUKaM Ui BHYTPEHHUM perfiaMeHTaM opraHn3aLmu.

(W) YcTpaHeHue

R-Vision VM no3sondeT 3agaBaTb NPON3BOSIbHbIE CTaTYChl A71A YA3BMMOCTEN, BKIOUasA BPEMEH-
Hble — MPU MPUHATUM PUCKa UM MPUMEHEHWM KOMMEHCUPYIOLWLMX Mep. BCTPOEeHHbIN MeHeaxep
3aday M MHUMAEHTOB, a TakXKe MHTerpaums ¢ BHelHNMK Service Desk-cuctemamu natoT
BO3MOXHOCTb MaKCMMasbHO aBTOMaTU3MPOBaTb NPOLLECC PabOTbl C YA3BUMOCTAMU. [1OUTUKM
ynpasneHua No3BOAAI0T aBTOMaTUUECKM CO30aBaTb 3a4aun/UHLMAEHTLl Ha yCTpaHeHue
YA3BUMOCTEN, MEHATb UX CTaTyC W yOaNATb yCTapeBLMe/3aKpbiTble YA3BUMOCTU U3 CUCTEMBI.

M? KoHTponb

C nepeuHeM yassmMocTen B uHTepdence R-Vision VM MOXHO paboTaTth B pa3/inuHbIX
paspe3ax: NPOCTO YASBUMOCTU Ha YCTPONCTBaX, C FPYMNMUPOBKON Mo akTmeam, MO 1 CVE.
ECTb BO3MOXXHOCTb GUbTPALIMM 1 CKBO3HOIO Noncka. Cnuctema pukcumpyeT pakT ycTpaHeHua
YA3BUMOCTH, MPUCBanNBana en CTaTyC «3aKPbITO», 8 TAKXe NO3BONAET 3aKPbIBaTb MX BPYYHY!O.
Mbkasa HacTponka rpaduKoB 1 OTUETOB NMOMOraeT OTCMIEXMBATL OMHAMUKY YCTPaHEeHWA

1 MOABNEHUA HOBbLIX YA3BUMOCTEWN.



R-Vision

R-Vision - pa3paboTunk cnuctem umndposmsaumm 1 knbepbesonacHoctn. C 2011 roaa koMnaHua
CO30aET TEXHOMOrMW, KOTOpble MOMOraloT oOpraHu3aunaM 3QPEeKTMBHO MPOTMBOCTOATb
Knbepyrposam, NoAOEPXMNBaTb HAAEXHOCTb UT-MHPPACTPYKTYpbl M obecrneurBaTh LIMGPOBYIO
TpaHchopMaLumio. TexHonornm R-Vision MCNob3ytOTCH B KPYNHENLWNX 6aHKax, rocyaapCTBEeH-
HbIX OpraHn3auuax, HepTerasoBon OTPacnn, IHEPreTuke, MeTanypruun, NPOMbILIEHHOCTH
1 KOMMaHUAX ApYrux oTpacnem.

R-Vision VM 3apernctpupoBaH B PeecTpe oTeuecTBeHHoro N0
n ceptnomnumposaH PCTIK Poccum no 4 ypoBHIO AOBEPUS.

EavHaa nnatopmMa R-Vision EVO

MNpoaykTbl R-Vision pa3paboTaHbl Ha OCHOBE eANHOW
nnatdopmbl. ObLwan TexHonornyeckaa 6a3a obecrneumsaeT
BecCLIoBHYI0 MHTerpaumio Vb u T-npoayKToBs, No3BonAa
BbICTPamnBaTh NPOLLECChI, MPU KOTOPbIX aBTOMaTU3aLmnA
Bu3Heca 1 knbepbe3onacHOCTb paboTaloT Kak eANHOE Lienoe.
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